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Introduction

Introduction

Thank you for purchasing our DX-series Data Flow Controller.

This manual provides information about the packages included with the DX Series Data Flow Control-
ler.

Please read this manual and make sure that you understand the functionality and performance of the
product before you attempt to use it in a control system.

Intended Audience

This manual is intended for the following personnel, who must also have knowledge of electrical sys-
tems (electrical engineers or the equivalent).

» Personnel in charge of designing and operating data utilization systems on a production site.
» Personnel in charge of designing and operating maintenance systems on a production site.

Guidance for Reading This Manual

For information on Terms and Conditions Agreement, Precautions for Safe Use, Precautions for

Correct Use, and Related Manuals, refer to the DX Series Data Flow Controller User's Manual
(V241-E1).
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Revision History

Revision History

A manual revision code appears as a suffix to the catalog number on the front and back covers of the

manual.

cat. No. N700-E1-01

*— Revision code

Revision .
code Date Revised content
01 October 2025 Original production
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Features and System

Configuration
]

Describes the key features and system architecture of the Dashboard Generator.

1-1 Capabilities of the Dashboard Generator
1-1-1  Pre-installed Packages .........................

1-2 Visualizable KPIs and Objectives .................

1-2-1  Acquisition KPI for each package

1-3 System Configuration ..........................
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1-1

Features and System Configuration

Capabilities of the Dashboard
Generator

1-1-1

Dashboard Generator is software that automates the configuration of SpeeDBee Synapse and Grafana
on the Data Flow Controller.

Configuration settings are provided via packages, which are distributed as ZIP files.

Multiple types of packages are available, each preconfigured with device setups and visualization set-
tings tailored to specific purposes.

By utilizing these packages, users can visualize KPIs for improvement decisions and monitor equip-
ment conditions to identify failure causes, enabling efficient implementation of maintenance systems.

Configuration Data Content

@ Dashboard Generator Dashboard Generator is software that automatically configures the Synapse
and Grafana web applications.

Configuration data is included in the associated @ Package.

Some settings require manual configuration within Dashboard Generator.
Automatic configuration of IO-Link masters is also supported.

The tool is launched from the Data Flow Controller.

@ Package A configuration file uploaded to Dashboard Generator.

This file contains settings for data transformation (SpeeDBee Synapse) and
graph visualization (Grafana).

Select the appropriate package based on the intended application.

Pre-installed Packages

The following packages are pre-installed on the Data Flow Controller and are ready for immediate use.

Package Description Manual
Equipment Monitoring Package Visualizes the KPIs (Key Performance SGTE-730
Indicators) of a single piece of equipment.
Factory Monitoring Package Visualizes the KPIs of multiple pieces of SGTE-731
equipment.

Condition Monitoring Package (Variable Speed | Visualizes the status of variable speed motors. | SGTE-732
Motor)

Condition Monitoring Package (Induction Motor, Visualizes the status of induction motor current.
type Current)

Condition Monitoring Package (Induction Motor, Visualizes the status of induction motor

type Vibration) vibration.

Condition Monitoring Package (Temperature In | Visualizes the temperature inside control

Control Panels) panels.

Event-triggered Video Logging Package Enables video confirmation of equipment SGTE-733

operation status when equipment errors occur.

Each package can be used as-is for the system configuration defined by the package.

If the actual system configuration differs from the one defined in the package, the user can customize
the differing parts to enable usage.

This approach allows for more efficient configuration compared to creating all settings from scratch.
When using multiple packages, there are limitations on the number and combinations.

For details, refer to A-2 Simultaneous Use of Multiple Packages on page A-4.
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1-2 Visualizable KPIs and Objectives

The following overview describes the packages configured by Dashboard Generator.
Each package consolidates KPIs collected from individual devices.

1 Features and System Configuration

-09lqO pue sidy aiqeziensip z-1
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These KPlIs include metrics such as Overall Equipment Effectiveness (OEE) for operational improve-
ment and internal panel temperature for equipment maintenance, all of which can be visualized.

Information can be seamlessly integrated across management and operational levels, enabling imme- 1
diate use of meaningful data.
: D : Applied to the =
Applied to individual equipment entire factory g
— | | Equipment Monitoring Package Factory 2
= Monitoring =
D . Package 3
'-g Daily Report Dashboard -
o q O]
2 OEEY = Oifr;"t?,‘,“;g%‘ie Time Operaing vigiq Rate %
2 Q
g 3
% KPI
= | | | | . aggregation
. Perf Ab | . uantity Total
Actual Cycle Time Eogsﬂzlzﬁsge -Hf.’r:re"a Downtime F?Io%ﬁg?s P(g)l?;:ttiltgn Throughput
Live Operation Dashboard Production Performance Dashboard
_UO Analysis Analysis
)
=
g Condition Monitoring Package Event-triggered
L (provided individually for each metric) Video Logging Package
2 Variable Induction Motor,  Induction Motor,  Temperature In Vid
o Speed Motor type Current type Vibration  Control Panels ideo
7
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1-2-1

Features and System Configuration

Acquisition KPI for each package

Package

Acquisition KPI

Main measuring equipment

Equipment Monitoring
Package

OEE (Overall Equipment Effectiveness), Applied
to the entire factory, Time Operating Rate, Yield
Rate, Actual Cycle Time, Performance Loss
Time, Downtime, Abnormal Time, Total
Production Quantity, Quantity of Good Products,
and Throughput

* Photoelectric sensors
* |/O catchers
etc.

Factory Monitoring Package

Overall Equipment Effectiveness (OEE), Yield
Rate, Performance Operating Rate, Time
Operating Rate

Condition Monitoring
Package (Variable Speed
Motor)

RMS Voltage, RMS Current, Peak Current
Waveform, Drive Frequency, Total Harmonic
Distortion (THD) of Current, and Power Factor

» K7DD Motor Condition
Monitoring Device

Condition Monitoring
Package (Induction Motor,
type Current)

Current Value, Degradation Level 1, Degradation
Level 2

+ K6CM-CI Motor Condition
Monitoring Device
(Comprehensive current
diagnosis type)

Condition Monitoring
Package (Induction Motor,
type Vibration)

Speed, Acceleration, Motor Temperature

+ K6CM-VB Motor Condition
Monitoring Device (Vibration
& temperature monitoring
type)

Condition Monitoring
Package (Temperature In
Control Panels)

Temperature (Sensor 1 to 10)

* K6PM-TH Thermal condition
monitoring device

Event-triggered Video
Logging Package

Video Recorded During Abnormal Events

¢ IP cameras
* |/O catchers
etc.
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1 Features and System Configuration

1-3 System Configuration

A system using the DX-series Data Flow Controller consists of a computer, IT devices, OT devices, etc.
that are connected via Ethernet.

For example, you can use the Data Flow Controller to collect and process data from an OT network and
send it to a server or system on an IT network. Also, you can use a computer connected to the Data
Flow Controller to visualize and check the collected and processed data.

The Data Flow Controller is equipped with SpeeDBee Synapse as data collection software and Grafana
as data visualization software.

uoneinbyuo) wayshs ¢-|

Connect your computer to the Web Ul on the Data Flow Controller via a browser, and then use the Web
Ul to set up the Data Flow Controller, SpeeDBee Synapse, and Grafana and visualize data in Grafana.

oo N

abexoed yoes 10y |4y uonisinboy L-z-1

Data Flow Controller —
. 1 1 |
- SpeeDBee Synapse Firewall EEEEEE Firewall
- Grafana L]
- Web Ul Nim ==
Computer
USB memory (browser)

Ethernet cable D

L ]
IT network

Ethernet cable

OT network 3
10-Link master

(gateway)| | | | m .
j @1 -m'
|

gateway

- L\

Refer to the manual of the Package in use for details on the required system configuration.
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Operating Procedure

This chapter explains the procedure for installing packages using the Dashboard

Generator.
21 OverallWorkflow .. ...... ... ... i i ae e e 2-2
2-2 Basic Operations of the Dashboard Generator ...................... 2-3
2-2-1  Operating the Dashboard Generator ............ ... ... ... ... ....... 2-3
2-3 Pre-installed Package Installation Procedure ....................... 2-5
2-3-1  USAQe SCENAMO . . .ttt it e e e e e 2-5
2-4 Installation Procedure for Non-Pre-installed Packages ................ 2-7
2-5 Changing the Data Storage Location ................. ... ... .. .... 2-8
2-6 Setting the Data Range Handled by the Dashboard ................. 2-11
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2 Operating Procedure

2-1 Overall Workflow

The following overview describes the packages configured by Dashboard Generator.
Refer to the manuals or instruction manuals of each device for wiring, installation, configuration, and
software startup procedures.

Configure all devices on the same network

Wiring, installation, and
configuration of measurement

devices
-

Wiring, installation, and
configuration of the Data Flow
Controller

Refer to the manuals or instruction manuals for the measurement
devices in use.

Refer to 3 Installation, Wiring, and Turning ON/OFF the Power Supply
in the DX-series Data Flow Controller User’s Manual.

-

Launch the Dashboard Generator

Refer to 4-1 Operating Procedure from the First Login to User
Start the following web Registration in the DX-series Data Flow Controller User’s Manual.
applications:

» Dashboard Generator
» SpeeDBee Synapse

Refer to 4-3 Procedure for Collecting and Visualizing Data Using

+ Grafana
Dashboard Packages in the DX-series Data Flow Controller User’s
Manual.
Y-
Perform initial setup of the Refer to 2-2 Basic Operations of the Dashboard Generator on page
Dashboard Generator 2-3.

-

Package Installation Procedure

If using a pre-installed package, refer to 2-3 Pre-installed Package
Installation Procedure on page 2-5.

Selecting a Package

If using a package other than the pre-installed ones, refer to 2-4
Installation Procedure for Non-Pre-installed Packages on page 2-7.

Switch the storage location from the internal memory of the Data Flow
Controller to a USB memory device.
Refer to 2-5 Changing the Data Storage Location on page 2-8.

Changing the Data Storage
Location

Configure the data range to be displayed or calculated.
Refer to 2-6 Setting the Data Range Handled by the Dashboard on
page 2-11.

Setting the Data Range
Handled by the Dashboard

2-2 DX Series Dashboard Generator User’s Manual (N700)



2 Operating Procedure

2-2 Basic Operations of the Dashboard
Generator

Describes the procedure from logging into the Dashboard Generator to applying configuration settings
to SpeeDBee Synapse and Grafana.
Execute this procedure after logging into SpeeDBee Synapse and Grafana in advance.

-uag pieoqyseq ayj} Jo suonesadp siseg z-Z

Jojeso

Data Flow x 192.168.250.110/dashgen/dashb: X #® SpesDBeeSynapse-Run Mode x | Home - Dashboards - Grafana X

2-2-1 Operating the Dashboard Generator

The table below outlines the procedure from logging into the Dashboard Generator to applying settings
in SpeeDBee Synapse and Grafana.

Jojelsuss) pieoquseq ay) bunessdo |-z-2

Communication protocols 10-Link Ethernet/IP ModbusRTU
Package Equipment Condition Monitoring | Condition
Monitoring Package | Packages Monitoring Package
Factory Monitoring | * Induction motor, type * Variable speed motor
Package current
* Induction motor, type
vibration
» Temperature in control
panels
Operation | Log in v v v
procedure
Perform device scan v v v
Configure 10-Link v - -
master (automatic or
manual)
Register Modbus RTU - - v
devices
Select devices v v v
Register dashboard v v v

Registering a dashboard triggers the application of settings to SpeeDBee Synapse and Grafana.
Refer to the user manual for each package for detailed operating procedures.
Only the login screen is common across packages and is described in this manual.

I Login

1 Enter the Web Ul username (user ID) and password, then click the Login Button.

For details on accessing the Web Ul, refer to Chapter 5-1 of the DX-Series CPU Unit User’s
Manual.
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2 Operating Procedure

Data Flow Controller

[ 1

Applications

2 Click Application Management.

/dev/mmcbiko
3 Click the Connect link text for /dashgen in the Application List.
The Dashboard Generator Screen will appear.

Data Flow Application Management
4 Monitoring

Appiication List
& Aopications
Status Apication Name
@ Aopixation Management
Jdashgen

% vty

2. Account Settings Syaese

B System Settiogs ratens

4 On the login screen, enter your username and

password, then click the Login Button.

The password is the same as the one configured
for the Synapse administrator user.
The Dashboard List Screen will appear.

User ID

Password

Please enter your SpeeDBee Synapse User ID and password with administrative
privileges.

DX Series Dashboard Generator User’s Manual (N700)



2 Operating Procedure

2-3 Pre-installed Package Installation
Procedure

The Grafana dashboard allows real-time monitoring of each KPI.
This section introduces example operational screens for each package.

-320.d uonejjeisu; abeyoed psjeisul-aid €-Z

Q
c
2-3-1 Usage Scenario °
I Equipment Monitoring Package
P
5 3
59 Dashboard Views -
rafana c;g;
For management %
()
EEEEmEEmmmmm Live Operation Dashboard (Display Period : 2025/9/18 17:01:41 ~ 2025/9/18 18:01:41) & %‘

Actual Cycle Time : Performance Loss Stop Time : Abnormal Time  :

Drill-down
functionality

For operations

Refer to 2-2 Basic Operations of the Dashboard Generator and the DX Series User's Manual
Equipment Monitoring Package Edition for the operation procedure.

I Factory Monitoring Package

G Dashboard Views

Grafana

Line Total Monitoring (Display Period : 2025/9/4 19:10:47 ~ 2025/9/11 19:10:47)

=3 Performance Rate Utilization Rate Good Product Rate

633

567

I L]

Refer to 2-2 Basic Operations of the Dashboard Generator and the DX Series User's Manual
Factory Monitoring Package Edition for the operation procedure.
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2 Operating Procedure

I Condition Monitoring Package

) o

Grafana

Dashboard Views (by feature)

Sttt <

EEEEmmEEmmmmmm  '"duction Motor, Vibration Monitoring (Display Period : 2025/9/1112:52:24 ~ 2025/9/1113:52:24)

Acceleration[G] Velocity[mm/s] Motor Temperature

Refer to 2-2 Basic Operations of the Dashboard Generator and the DX Series User's Manual
Condition Monitoring Package Edition for the operation procedure.

I Event-triggered Video Logging Package

The Event-triggered Video Logging Package utilizes functions provided by SpeeDBee Synapse.

C‘? Event Video Screen (i-trigger)
SpeelBee Synapse

Refer to 2-2 Basic Operations of the Dashboard Generator and the DX Series User's Manual -
Event-triggered Video Logging Package Edition for the operation procedure.
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2 Operating Procedure

2-4 Installation Procedure for
Non-Pre-installed Packages

The basic operations of the Dashboard Generator are the same as those described in 2-3 Pre-installed
Package Installation Procedure.

However, for packages other than pre-installed ones, uploading is required.

Packages other than pre-installed ones refer to the following:

sa8e)oed pajjeisul-aid-uoN
10} 8inpad0.d uonejjeisu] -z

» Packages downloaded by the user that have been edited or created
» Packages provided by OMRON via the web

Uploading can be performed after the“Device Selection”step listed in the table in 2-2-1 Operating the

Dashboard Generator.
The following procedure applies after reaching the Package List Tab Screen.

1 Click the Upload Package Button.

2 Drag and drop the package in ZIP file format, or select it manually.

3 Click the Upload Button. (The button becomes active after the file is specified.)

Upload Package

Please drag and drop a package file, or click to select one.

4  SelectFile 2

Before uploading, verify that the file's hash matches the value published by the
provider.
If the values do not match, cancel the upload as the file may have been tampered

with.
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2 Operating Procedure

2-5 Changing the Data Storage Location

m Precautions for Correct Use

m Impact of Power Loss on the DX Controller

If the data storage location is set to the default (internal memory), data will be lost in the event of
a power shutdown.

It is recommended to change the storage location to an external USB memory device.

mUsing the Event-triggered Video Logging Package

Always use an external USB memory device with a capacity of 2GB or more.

The internal memory of the Data Flow Controller does not have sufficient capacity, and event
videos cannot be saved.

This section explains how to configure the data storage location on the Data Flow Controller.
By default, data is stored in internal memory.

Enabling the USB port allows data to be stored on an external USB device.

This facilitates long-term data retention and easier data management.

Follow the steps below to change the storage location.

This procedure uses the Condition Monitoring Package (Variable Speed Motor) as an example.

I Configuration Procedure

1 On the SpeeDBee Synapse Screen, Click the Stop Button at the top right.
©§ SpeelZee Synapse

K7dd_collector
IR B
B4gh-k7dd_collector

whwX-Alert_|_Peak+
Output
Counts /min ovtG-Alert_I_THD
output

Event ifager
LT

Utlk-Alert_ P_Act =~ e igger
Output

LB A 5
J7fR-Al PF

2 Attach the USB memory to the USB port.
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2 Operating Procedure

3 Change operating to setup.

4 Click USB Port Management under Utility.

Data Flow Monitoring (e 3 | setup ~ I ool @ Global - English ~

uoljeoso] abeioyg eyeq ayy buibueyy G-z

44 Monitoring —
& Applications
CPU Usage 10.61%
% ity
Memory Usage
» ot
Total: 3.73GB
Used: 0.2568 )
se Proxy Settings Free: 28768 operating ~
Cache: 0.58GB
&, Account Settings Memory Usage 6.73%
£ System Settings T—— operating
setup
/dev/mmcblko o @
5 Enable Port Status.
USB Port List
Port Name Port Status
usB k Disabled 1
6 On the Confirmation Screen, click the OK Button. ] .
Confirmation X

Changes requiring a system restart have been made.
Do you want to restart now?

Cancel oK

{Ex

The Data Flow Controller will restart.
Wait on this screen until the restart is complete. Device Restarting

Waiting for restart. Please remain on this screen until the restart is complete.

\

7 After the restart, log in again. Data Flow Controller
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2 Operating Procedure

8 Confirm that the Port Status is set to Enabled.

Data Flow USB Port Management (opersting )

#4 Monitoring S okl
'ort Lis!

& Applications
% utiity port Name
%

O Log Management Ha8

Certificate & Ke
@ Y

Management

USB Port Managen jent

ettings
2, Account Settings

£ System Settings

Port Status

Enabled L.

9 Switch back to the SpeeDBee Synapse Screen, then either wait a moment or click the browser’s

refresh button.

The flow links will change from yellow to green, indicating that data updates have resumed.

©§ SpeellFee Synapse

Component Base (€

> > mo ot
B4gh-k7dd_collector AHYW-Alert V_RMS

>t
whwx-Alert_|_Peak+

Utlk-Alert_P_Act

=0
M9eC-Alert FREQ

©§ Speellee Synapse

Component Base (€

Utlk-Alert_P_Act

Evenvigger
=0
M9eC-Alert_ FREQ

@ Precautions for Correct Use

s B G|« |0

> mg i
VhfQ-Alert|_LRMS

> gt
oviG-Alert_|_THD

> g
J7fR-Alert_PF

sor | B B b £ HE | -

e [

en vigger

> u o
VhfQ-Alert_L_RMS

B
ovtG-Alert_|_THD

ot
J7fR-Alert_PF

B About Data Before Changing the Storage Location
Only data collected after switching the storage location to USB will be available for display or

calculation.

Data collected prior to the change will not be saved and cannot be retrieved. Take note of this

limitation.
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2 Operating Procedure

2-6 Setting the Data Range Handled by
the Dashboard

This section explains how to configure the data range to be displayed or calculated on dashboards gen-
erated through package installation.

Although data is stored in the internal memory of the DX Controller or on external media, it is necessary
to define the data range to be reflected on the dashboard.

If no range is configured, the dashboard will display a minimum of 10 minutes of data by default.

ayj Aq psjpuey sbuey ejeq ayj bujes 9-g

pieoqyseq

As an example, this section describes the procedure for setting the target period to 60 minutes in the
Condition Monitoring Package (Variable Speed Motor).

El Precautions for Correct Use

mRelationship with Memory Capacity
If the memory capacity (internal or external) is insufficient for the configured data retention
period, the dashboard may not be able to display the entire period as intended.
Use the following as a guideline when determining the upper limit for the retention period:
Internal Memory: 1 GB
External USB Memory: Check the capacity of the USB device being used.
Equipment Monitoring Package: Approximately less than 70MB/day
Factory Monitoring Package: Approximately 1kB/day
Condition Monitoring Package (Variable Speed Motor): Approximately 100MB/day
Event-triggered Video Logging Package: Approximately 50kB per video (with 10 seconds
before and after the event)
* To extract event videos including the time before the event occurs, a fixed capacity of
approximately 1.1GB is required.

For actual memory usage, refer to 6-5 Monitoring Resource Usage in the DX-Series Data Flow
Controller User's Manual.
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2 Operating Procedure

I Configuration Procedure

1 On the SpeeDBee Synapse Screen, change Run at the top right to Edit.

©§ SpeelZee Synapse

K70a_colector
S
B4gh-k7dd_collector
ouput
65815 Counts /i

2 Click the Stop Button.

project?

Event rigger

> AR

AHYw-Alert_V_RMS

Output
1,391 Counts /min

Event rigger

>om R

whwX-Alert_|_Peak+
Output
1,391 Counts / min

Event irfager

> B

Utlk-Alert_P_Act
Output
1,891 Counts/min

Event wrigger

[ B -

M9eC-Alert_FREQ
Output
1,391 Counts / min

3 Click the E] and select Server Settings.

3 = Components
~= ==

Event tigger
> omoB s
VhfQ-Alert_I_RMS

1,391 Counts / min

Event rigger
> =8 i
ovtG-Alert_I_THD

out
1,391 Counts / min

Event trigger
LB - I
J7fR-Alert_PF

Output
1391 Counts /min

staRT I E

Outputs / min

Outputbytes /min

Components

whwX-Alert|_Peaks

Columns.
Outputs / min

Output bytes / min

UtlicAlert_P_Act

Columns.
Outputs / min

Output bytes / min

MgeC-Alert FREQ

Resource

~[

2 I - ]

VhfQ-Alert_I_RMS

Output
0 Counts / min

Event trigger

VhfQ-Ale

Event trigger

oviG-Ale

Event trigger

J7fR-A

DX Series Dashboard Generator User’s Manual (N700)

s B o O

Xp  ENGLISH

Project Settings

General Settings

Custom components

Grafana Setup

Download support files
Publish access token
HTTP/HTTPS communication

Proxy Settings

Download execution license
configuration
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2 Operating Procedure

4 Configure the data retention period.

Server

Server instance name
Server Name

4] Specify the storage keep time by group
GroupA: 60 minutes

Description
Server description

PEIELER]

5 Click the Save Button.

ayj Aq psjpuey sbuey ejeq ayj bujes 9-g

o
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o
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Due to system-wide constraints, the data
retention period that can be reflected on the
dashboard is limited for the following packages:

m Condition Monitoring Package e OO
The dashboard can display data for

| 4
approximately 27 hours. = e
Even if a longer retention period is configured, 50 A [ A

data beyond this limit will not be displayed. Menorkep e )

m Equipment Monitoring Package

The displayable data period on the dashboard
varies depending on the operating cycle of the
monitored eqUipment- STOP CORE START CORE
Use the following as a guideline when
configuring the retention period.

Core API

Cycle time Displayable time
500 ms 1.4
1s 2.8
5s 13.9
10s 27.8
30s 83.3
60s 166.7

6 Right-click the output port . of the component.

©§ SpeelBee Synapse ) project sor [l m B i MR-

Component Base ' €

Collector

AHYw-Alert V_RMS vent trigger
([ J R

VhfQ-Alert_I_RMS

> m o
ovtG-Alert_I_THD

Event rigger
(LI I
J7fR-Alert_PF

M9eC-Alert_FREQ
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2 Operating Procedure

7 In the Out port setting Screen, configure the

following:
Check the checkbox on the left.

Check Storage.

Set the Storage Type to GroupA.

Click the DEFINITION Button.

Click the Save Button.

Out port setting - CANCEL

Setting option.
Set by regular expression

Conversion @  Conditions @

& Perpeate @

Storage Type
GroupA

Out port setting

Setting option .
Set by regular expression

EINT SELECTED DATA.
Storage  Conversion )  Conditions @

® e o [ ]
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2 Operating Procedure

8 Repeat steps 6 and 7 for the output ports of each component.

k7dd_collector

. [ I -

B4qh-k7dd_collector

9 Click the Start Button.

Event wrigger

£ ) - I
AHYw-Alert_V_RMS E] Event trigger
. > B B

= VhfQ-Alert_I_RMS

Event trigger

o - -e:
whwX-Alert_I_Peak+ Event trigger
o .o

e ovitG-Alert_I_THD

LI -]
Utlk-Alert_P_Act

Event trigger

J7fR-Alert_PF

. [ I - ]

M9eC-Alert_FREQ

Event trigger

B u0MEv- 0

o

Star¥ ompanents
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Feature Overview
]

This chapter describes the features of the Dashboard Generator.

3-1 FeatureOverview .........ccoiiriirnnrnnnnns

3-1-1  Device Management
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3-1-2  Package Management

3-1-3 Dashboard Management




3 Feature Overview

3-1 Feature Overview

The main functions of the Dashboard Generator are as follows:

Function Description

Device Management » Device scan *1
» 10-Link master auto configuration
» Device list export

Package Management » Upload
» Download
» Dashboard registration

Dashboard Management * Device replacement
» Threshold/ Alert Settings
» Create Package

* Device scan uses ICMP (Internet Control Message Protocol) to check the availability of devices on the network.
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3 Feature Overview

3-1-1  Device Management

10-Link (EtherNeyIP)

Pot

ModbusTCP/ModbusRTU

MBIAIDAQ dinjedd |-¢

w

® Device scan

Retrieves device information connected to the Data Flow Controller and updates the device list screen.
Connected devices are categorized by communication protocol and displayed on the device list screen.
EtherNet/IP devices are automatically categorized.

Devices using other protocols must be manually categorized, and device names must be manually
assigned.

Devices are displayed as follows:

» Data Flow Controller

» EtherNet/IP

* |O-Link Master (EtherNet/IP)

* Modbus TCP/ Modbus RTU

» Ethernet

1U9U.1962UB|N ?dIneq L-L-¢

® |0-Link Master Auto Configuration
Automatically configures the |O-Link master to enable communication with connected 10-Link devices.

The following configuration data is retrieved:

» Connection status of 10-Link devices on each port

» Communication mode of each port

+ Device information of connected 10-Link devices

* Input and output data size

The following settings are applied:

» Change the communication mode of ports with connected 10-Link devices to 10-Link mode
» Configure input and output data size for each IO-Link device

Ports without connected |0-Link devices are not modified.

® Device List Export

Exports device information connected to the Data Flow Controller in CSV format and saves it to a com-
puter.
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3 Feature Overview

3-1-2 Package Management

® Dashboard Registration

By completing the following registration steps, the configuration for SpeeDBee Synapse*1 and the
Grafana dashboard will be automatically set up:

» Select a package

» Enter equipment identification information
+ Select a device

* Input configuration values

*1 This refers to the configuration process of placing components on the panel and connecting flow links between
them.

m Precautions for Correct Use

When registering a new dashboard, ensure that Synapse is stopped before proceeding.

Stops the entire Synapse system. —gpe  IERE-XE e -

Use this button to perform the shutdown.

o e [
e )

® Upload

Use this function when utilizing packages that are not pre-installed.

Uploading the required package (ZIP file) to the Dashboard Generator enables dashboard registration.
In the Package List screen, select “Upload Package” and drag and drop the ZIP file into the upload dia-
log to complete the upload process.

Packages with the same name cannot be uploaded.

Ensure that the name does not conflict with any package that has already been uploaded.

® Download

Packages listed in the Package List screen can be downloaded as ZIP files for use on other DX
devices.

Select the desired package and download it in ZIP format.

Pre-installed packages cannot be downloaded.
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3 Feature Overview

3-1-3 Dashboard Management

= Dashboard List

® Delete Button

Deletes the target Grafana dashboard and the corresponding Synapse panel.

Although panel deletion can also be performed within Synapse, always use the Delete Button in the
Dashboard List Screen to carry out this operation.

This ensures system consistency and prevents unexpected issues.

MBIAIDAQ dinjedd |-¢

w

El Precautions for Correct Use

When performing a deletion, ensure that Synapse is stopped before proceeding.

Stops the entire Synapse system. —gamssbs _ AT B.h2E i

Use this button to perform the shutdown.

o o [
e |

uswageuel) pieoqyseq ¢-1-¢

® Detail (Threshold/ Alert Settings)

Pressing this button allows you to configure threshold values for each KPI using the Threshold/ Alert
Settings of the target dashboard.
The Threshold/ Alert Settings is described below.

» This function automatically calculates and sets thresholds and alerts for KPIs displayed on the
dashboard.

» SpeeDBee Synapse is referenced to automatically calculate thresholds based on data from a specified
time period.

» The calculated thresholds are presented as input suggestions, and users can manually enter values
to finalize the threshold settings.

+ If thresholds or alerts have already been configured, the existing values will be displayed in the input
fields.

» Thresholds can be set when the Grafana panel is configured as a time-series graph or bar chart.

* In the initial state after dashboard registration, thresholds are not set, and the pre-installed Grafana
package always displays “Normal.”
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3 Feature Overview

+ The types of thresholds and their configuration methods are as follows.

Types of threshold

Configuration method

Operation

Absolute Value
Threshold
(Manual Input)

The user manually enters a fixed
reference value.

An alert is triggered when the measured value
exceeds or falls below the configured absolute
value.

Range Threshold
(Manual Input)

The user manually enters
minimum and maximum values
and specifies the target range.

An alert is triggered when the measured value is
outside the specified range (less than the minimum
or greater than the maximum), or within the range
(greater than or equal to the minimum and less than
the maximum), depending on the configuration.

Maximum Value
Threshold
(Auto Calculation)

SpeeDBee Synapse retrieves data
for the specified period and
automatically calculates the
maximum value.

The result is presented as a suggested input, and
the user registers it as the threshold.

Average Ratio
Threshold
(Auto Calculation)

SpeeDBee Synapse retrieves
data for the specified period and
automatically calculates the
average value.

The system calculates the average value for the
specified period and determines a ratio-based
range (e.g., £20%).

The result is presented as a suggested input, and
the user confirms and manually sets the threshold.

Standard
Deviation-Based
Threshold

(Auto Calculation)

SpeeDBee Synapse retrieves
data for the specified period and
automatically calculates the
average and standard deviation
(no) .

The system calculates the average and standard
deviation (no) for the specified period and
determines the range as average * no.

The result is presented as a suggested input, and
the user confirms and manually sets the threshold.

® Detail (Create Package)

The Create Package function allows you to generate a package from a currently registered dashboard.
This can be used when saving a backup.
Click the Detail Button to display the Create Package Button, as shown in the screen below.

Select Devices / Set Parameters

Edit Equipment Identificat

KP1 panels showing o not support hreshold settings.

Enter the package name and other required information,

then click the Create Button to generate the package.

Create Package

Create a package from the currently registered dashboard.

Package Name

Comments

[ include Equipment Identification

[ include Thresholds
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Troubleshooting
I

This section describes what you should do when an error occurs.

4-1 Dashboard Generator .............ciiiiiiinnrrnnnreennnennnnnns 4-2

DX Series Dashboard Generator User’s Manual (N700) 4 -1



4 Troubleshooting

4-1

Dashboard Generator

The table below shows how to deal with errors.

Issue

Possible Cause

Solution

An error icon (query error) appears
on the Grafana panel.

Synapse is not linked with Grafana.

Link Synapse with Grafana. For
details, refer to the Synapse manual.

Synapse is running, but no data is
displayed in Grafana.

Synapse was linked with Grafana
after the dashboard was registered.

Delete the current dashboard and
register it again.

The application does not start when
USB is enabled.

USB device is not inserted.

Insert the USB device and restart
the system.
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Appendices

A-1 Dashboard Data Management and
Security

A-1-1 Data Storage Methods

There are two methods for storing data measured by the dashboard:

® Save to USB
A USB memory device can be attached to the Data Flow Controller. Change the data storage

destination accordingly. Before turning off the power, be sure to perform a proper shutdown of the
Data Flow Controller. If the power is turned off without shutting down, there is a risk of data
corruption.

® Save to External Device
This method saves data to an external device connected to the Data Flow Controller. In this method,

a USB memory device is not required. Data is temporarily stored in the Data Flow Controller and
then transferred to external devices using SpeeDBee Synapse’s emitter or database query
functions. This method eliminates the risk of data corruption, but users must perform data
visualization themselves.

A-1-2  Security Considerations

I Package Tampering Prevention

Packages (ZIP files) provided by OMRON via the web include Python scripts.

If these files are tampered with on the user’s PC after download, there is a risk that unauthorized
operations may be executed on Synapse.

To mitigate this risk, hash values are provided alongside the packages, and users are instructed to
verify the hash before importing.

For packages exported from the Dashboard Generator, users must calculate and manage the hash
value themselves and verify it during future imports to ensure file integrity.

® Hash Verification Procedure

7 Command Prompt X + v

1 Launch Command Prompt
Microsoft Windows [Version 10.6.26100.1000]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\010250016>|

7] Command Prompt x 4+ v

2 Enter the following command:

Microsoft Windows [Version 10.0.26100.1000]
(c) Microsoft Corporation. ALl rights reserved.

CertUtil -haShfiIe "file path" SHA256 C:\Users\010250016>certutil -hashfile "C:\Users\010250016\Downloads\EquipmentMonitoring.zip" SHA256

SHA256 hash of C:\Users\@10250016\Downloads\EquipmentMonitoring.zip:
9d9e£6608228905159b66171711054004e fel6ba72e0bfTcc8e5255¢T17cTFad

The hash value will be d|sp|ayed CertUtil: -hashfile command completed successfully.

C:\Users\010250016>
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Appendices

I User Information Protection

When exporting a package (ZIP file) from the Dashboard Generator, users can choose whether to
include user information.

If user information is included, it is recommended to encrypt the package to prevent data leakage.
Decryption must be performed before importing to ensure secure handling.

I Tampering Prevention in 10-Link Master Communication

When using non-secure communication protocols, do not connect devices directly to the internet or

untrusted networks.
Always operate within a closed network environment.

] Credential Handling

The Data Flow Controller supports both “http” and “https” communication methods.
When transmitting credentials such as passwords or access tokens, always use “https.”
Using “http” may expose sensitive information due to lack of encryption.

To ensure security, “https” is strongly recommended.

Aunoeg pue jusweabeuely ejeq pieoqyseq |-V

I Secure Use of |I0-Link Masters

I0-Link masters configured via the Dashboard Generator do not support CIP Safety.
Therefore, use them in secure environments or ensure the network is protected from external threats.

I Safe Handling of Package Files

suoljeIapIsuo) AINoas z-1-v

Package files may contain important configuration data and customer assets.
Saving or sharing these files without encryption poses a risk of data leakage.
Always encrypt files before sharing externally or with third parties.
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A-2 Simultaneous Use of Multiple
Packages

When using multiple packages simultaneously on a single Data Flow Controller, stable operation may
not be possible depending on the number and combination of packages.

Be sure to check operation in your environment before deciding on the number and combination of
packages to use.

Operation verification for pre-installed packages has been conducted under the following conditions:

» Factory Monitoring Package, Equipment Monitoring Package %2, Event-triggered Video Logging
Package x1 *1

» Equipment Monitoring Package %2, Condition Monitoring Package (Variable Speed Motor) x2,
Event-triggered Video Logging Package x1 *1

» Equipment Monitoring Package %3, Condition Monitoring Package (Variable Speed Motor) x3

» Condition Monitoring Package (Variable Speed Motor) x5

*1  When using the Event-triggered Video Logging Package, always use an external USB memory device with a
capacity of 2GB or more.
For instructions on using USB memory, refer to 2-5 Changing the Data Storage Location on page 2-8.
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] Contact for inquiries for this procuct (only for DX-series)

DataPF-contactdesk-OC@omron.com

Operation Hours: 9:00 to 17:00 (except Saturdays, Sundays, and Dec. 31 to Jan. 3), JST

Tutorial Video

https://lwww.fa.omron.co.jp/dx1/video-manual/en/
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