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Introduction

Introduction

Background and Objectives

In recent years, manufacturers have been promoting initiatives to utilize IT/loT technologies and data
in their manufacturing sites with the aim of improving productivity and quality. With the increase in the
number of connections to the outside world including the Internet, complexity of the supply chain, and
ever increasing importance of product safety and quality and data in factory automation (hereinafter
referred to as FA) devices, there has been an increase in the number of attacks targeting FA systems
themselves, or using organizations and FA systems with inadequate security measures in the supply
chain as a springboard.

Accordingly, countries are enacting cybersecurity-related laws and regulations, which cover FA system
manufacturers and operators, FA systems and FA system components, whereas industries such as

control system industry™!, semiconductor industry 2, and automotive industry™3 are standardizing their
security requirements. Thus, social demands for cybersecurity are increasingly growing.

*1. IEC 62443 series

*2. SEMI E169 Guide for Equipment Information System Security (EISS), E187 Specification for Cybersecurity of
Fab Equipment, E188 Specification for Malware Free Equipment Integration, etc.

*3. UN-R155: Cyber security and cyber security management system (CSMS), ISO/SAE 21434:2021 Road
vehicles - Cybersecurity engineering, etc.
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In particular, the manufacturing industry is utilizing and acquiring certification for the IEC 62443 series,
which was formulated as international standards for cybersecurity of control systems, and many com-
panies and industry organizations are referring to the standards. IEC 62443 defines a wide range of
requirements for security of control systems, from requirements for security management that compa-
nies should address to requirements for security functions that systems should have.

IEC 62443-2 defines factory operation policies and procedures for factory owners. In addition, IEC
62443-3 defines security requirements that control system integrators should apply when they build
production facilities. Furthermore, IEC 62443-4 defines requirements for security functions and secure
development process for control components suppliers.
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With this background, OMRON Corporation recognizes the importance of protecting people, equip-
ment, and products in your factories from cyberattacks and contributing to stable operation in produc-
tion and asset protection in your factories, as well as safe and secure utilization of data at your manu-
facturing sites.

The purpose of this document is to provide you with an understanding of security initiatives of OMRON
on its FA products and propose the security measures that the users of the FA products should take
on their own.

Intended Audience

This document is intended to be used when you implement security measures in the following organi-

zations.
Organization Definition
Factory owner The owner of the entire factory including FA systems

System integrator | An organization in charge of introducing FA systems

Equipment vendor | A manufacturer that develops, produces, and maintains control equipment used in FA sys-
tems

Disclaimer

The recommendations we make to our customers in this document are based on the results of our
analysis and study. Appropriate security measures vary with customer environment, so these recom-
mendations do not guarantee prevention of all security breaches in customer environments. Referring
to this document, please consider and implement analysis and appropriate countermeasures in line
with the customer's environment on your own.
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Product Security Initiatives at

OMRON

To develop and provide safe and secure products, OMRON strives to build an organi-
zational structure to promote product security and is committed to secure implementa-
tion of products throughout the product lifecycle.
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1 Product Security Initiatives at OMRON

1-1

Basic Policies on Product Security

OMRON is working on the following product security activities in order to provide products and serv-
ices that implement security measures against cyberattacks.

1-2 Building an Organiza-
tional Structure for Product
Security on page 1-3

OMRON has established a cooperative system involving the head office and
business divisions to promote product security activities, and is working to
strengthen the organization through vulnerability management of products and
services, strengthening internal governance, and educating employees.

1-3 Providing Products and
Services That Take Security
into Consideration on page
1-5

OMRON is working on security activities to take security measures against cy-
berattacks throughout the product lifecycle, including planning, development, op-
eration/maintenance, and disposal.

1-4 Responses to Vulnera-
bilities and Incidents on
page 1-8

OMRON widely collects information on vulnerabilities of its products and serv-
ices, and take timely countermeasures against discovered vulnerabilities. If an
incident occurs, OMRON promptly establishes a response system, conducts
necessary reporting internally and externally, discloses information, investigates
the cause, and prevents recurrence.

1-5 Providing Security Infor-
mation on Products and
Services on page 1-9

OMRON establishes evaluation criteria and response procedures for vulnerability
information provided by external organizations and customers, or obtained from
self-diagnosis results, cooperates with related organizations, and provides vul-
nerability information to customers in a timely manner.

Each of these initiatives is introduced in the following sections.
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1 Product Security Initiatives at OMRON

1-2 Building an Organizational Structure
for Product Security

A1un2ag jonpoud 1o} ainjonag
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1-2-1 Organization Strengthened for Promoting Company-wide and
Product Security Activities

OMRON has positioned strengthening cybersecurity as a company-wide priority initiative, and has
built a driving organization for each area of confidential information and personal information
management, information security, and product security, and is promoting actions to solve cybersecur-
ity issues and initiatives for future enhancements.

Management
Director of cybersecurity

— T e T

Execution Headquarters
Confidential information [ Information security Product security el

and personal informa-

: Managing executive officer ; ] Supervision
penimanagonent Senior general manager of Serﬁé?g:g\é?a?f:;?r:ag- (Cogperation)l TReport
Senior general manager global business process er of global purchasing
of global risk manage- and IT innovation (General quality, and distribution Company
ment and legal affairs administration manager of ’ _ PSIRT
group information security)
Responsible department 1 i
o Conderial iorma- |\ | Responsiedeparment | | 55 ot ™ | Saieneio) | TRepor

tion and personal
information

for information security (PSIRT)
(CSIRT)

Business Unit

Control and Control and Control and - PSIRT
management management management

OMRON Group companies (Japan and overseas)

In order to promote and manage initiatives related to product security, OMRON has an organization

saNIAoY AlUNoag 10npold pue spim-Auedwon Bunowold Joj pausyibusng uoneziuebiQ L-z-|

called PSIRT"!, which manages product security across its businesses and divisions. PSIRTs are lo-
cated at levels from the headquarters to business units, and collaborate closely with each other to en-
sure product security for the entire OMRON Group.

*1. PSIRT (Product Security Incident Response Team)

1-2-2  Strengthening Governance and Organization

OMRON is strengthening its internal governance and organization through employee training in order
to enhance the security of FA products and services provided to its customers.

I Initiatives for Governance

* OMRON has formulated the OMRON Group Guidelines for Product Security, which stipulates secur-
ity-related guidelines that employees should follow, and keeps employees informed of it.

» Based on these guidelines, OMRON is working on continuous improvement of security-related initia-
tives.
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1 Product Security Initiatives at OMRON

I Initiatives for Strengthening Organization

* OMRON has formulated a skill map for the security operations it performs in the development and
provision of FA products and strives to manage the competence of its employees based on it, in-
cluding training, encouraging employees to obtain external security certifications, and establishing
an internal certification system.

* OMRON promotes periodic security education on the latest security trends to the managers of de-
partments related to security operations.
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1 Product Security Initiatives at OMRON

1-3 Providing Products and Services That
Take Security into Consideration

uonjelapisuo) ojul Ayunosag ayel jeyl
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1-3-1 Implementation of FA Product Secure Lifecycle

OMRON develops FA products with security risks in mind from the product planning and design phas-

es, based on the concept of Secure by Design! to ensure that its customers can securely and safely
use the products. To achieve this, OMRON believes that, in addition to product security activities in
each phase of development, it is important to check and manage the response status to security risks,
regardless of the phase.

Furthermore, even after its FA products are in the hands of customers, OMRON continues to carry out
activities to respond to security risks throughout the product lifecycle until its FA products are safely
operated, maintained, and discarded by the customer.

*1. Secure by Design is the idea of developing a secure system by considering security of the system from an
early stage in the development process. It helps to prevent vulnerabilities and incidents.

The following is an overview of FA product lifecycle activities of OMRON with consideration for securi-
ty.

3|0ko8)I7 81n28g 19Npo.d Y4 Jo uoneyuswaldw| |-g-|

Development and operation of FA systems

Refer to Section 3 for recommendations on
security measures that you should implement

Development and operation of production equipment

Development and operation of OMRON products
maintenance
1 2 4 5 7

Security Security . Security ; Vulnerability and
planning »aar;glgsssl%aer#él mplgms.nta ~ set‘;‘;’t"y ~  incident management
Product 3 v
security Security
activities design

6 CO

Continuous security risk management

1. Security planning:
Define the functions and information assets in the FA product to be developed and the assump-
tions for security risk response, such as the operating environment, and plan the subsequent FA
product security activities.

2. Security analysis and assessment:
Analyze and assess the security risks of the FA product to be developed based on the premises
defined in security planning, and determine response policies and priorities.

3. Security design:
Based on the response policies and priorities determined in security analysis and assessment, de-
fine security requirements for the FA products to develop and implement a technical design to ach-
ieve them.

4. Security implementation:
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1 Product Security Initiatives at OMRON

Apply secure coding to prevent the introduction of vulnerabilities that are difficult to prevent by se-
curity design alone, thereby making the responses to security risks stronger.

5. Security test:
Confirm that the responses to security risks in the FA product are complete and reasonable.

6. Continuous security risk management
Provide key points for checking security risks during development of the FA product to ensure that
security risks are properly identified, analyzed, and responded to.

7. Vulnerability and incident management:
Detect vulnerabilities and incidents through active information gathering or internal and external re-
ports and manage the situations continuously until completion of the responses.

1-3-2 Recommendation for Defense in Depth

To ensure the security of FA systems at the customers’ site, OMRON recommends a security re-
sponse approach based on the concept of Defense in Depth, which hierarchically combines multiple
measures, such as establishing operational policies and procedures, preventing physical penetration
into factories, and implementing technical measures for networks and equipment, in order to strength-
en security.

Refer to 3-3-4 Defense in Depth on page 3-10 for information on the concept of Defense in Depth.

1-3-3  Securing the Supply Chain

OMRON considers vulnerabilities in its supply chain to be a significant security risk and defines out-
sourcing contractors and suppliers for operations involved in the development and provision of its FA
products also as targets of security management.

OMRON implements the following as initiatives for supply chain security management.

I Secure Outsourcing and Procurement Processes

In outsourcing and procurement, OMRON assesses and manages contractors and suppliers using ap-
propriate processes, including selection, contracting, and auditing with security in mind.

I Security Inspection of Externally Procured Items

To ensure the security quality of externally procured items, OMRON works with contractors and suppli-
ers to manage the security quality of items purchased from the supply chain by asking them to provide
configuration management information needed for delivery inspection and post-delivery vulnerability
management.

1-3-4  Compliance with Laws and Standards

OMRON is committed to developing and providing safe and secure FA products by complying with do-
mestic and international laws and regulations governing product security and establishing internal se-
curity processes to comply with international standards related to control system security.
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1 Product Security Initiatives at OMRON

As an objective evidence that OMRON actually implemented a development lifecycle with security
risks in mind, some FA products of OMRON have obtained certification of the international standard
IEC 62443-4-1"1 and the Chinese national standard GB40050"2.

OMRON also continues to track the latest domestic and overseas security laws and standards, and
makes every effort to make preparations in a timely manner.

uonjelapisuo) ojul Ayunosag ayel jeyl
S891A198 pue sjonpoud Buipinoid ¢-1

*1. IEC 62443-4-1:2018 (Edition 1.0):
Secure product development lifecycle requirements
*2. GB 40050-2021: General security requirements for critical network components

spJepuejs pue smeT yum soueldwod y-g-|
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1 Product Security Initiatives at OMRON

1-4 Responses to Vulnerabilities and Inci-
dents

1-4-1 Establishment of Contact Point (PSIRT) for Vulnerabilities and
Incidents

To enable its customers and security researchers who discovered any vulnerability in OMRON prod-
ucts to promptly report it to OMRON, OMRON has established the Product Security Incident Re-
sponse Team. This allows OMRON to take countermeasures promptly in collaboration with the rele-
vant business units and government organizations.

URL (Japanese): https://www.omron.co.jp/contact/ContactForm.do?FID=00280

URL (English): https://www.omron.com/contact/ContactForm.do?FID=00282

1-4-2  Responses to Vulnerabilities and Incidents

OMRON widely collects information on vulnerabilities of its products and services, and takes timely
countermeasures against discovered vulnerabilities.

If an incident due to a cyberattack occurs in the products or services, OMRON promptly establishes a
response system, conducts necessary reporting internally and externally, discloses information, inves-
tigates the cause, and prevents recurrence.
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1-5 Providing Security Information on
Products and Services
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1-5-1 Provision of Vulnerability Information and Security Advisories

OMRON discloses vulnerability information related to OMRON products and, for critical vulnerabilities
in particular, security advisories that summarize the contents of vulnerabilities, target products, poten-
tial impacts, and countermeasure on its website.

Information on vulnerabilities in OMRON products

URL (Japanese): https://www.omron.com/jp/ja/inquiry/vulnerability_information/

URL (English): https://www.omron.com/global/en/inquiry/vulnerability_information/

Information on vulnerabilities in OMRON FA products
URL (Japanese): https://www.fa.omron.co.jp/product/vulnerability/index.html
URL (English): https://www.ia.omron.com/product/vulnerability/index.html

1-5-2  Disclosure of Cyber Security and Product Security Policies

OMRON regards our cyber security initiatives as one of our company-wide risk management activities,
and discloses the details of these activities and our promotion system below.

URL (Japanese): https://sustainability.omron.com/jp/compliance/

URL (English): https://sustainability.omron.com/en/compliance/

To ensure that you can use OMRON products securely, OMRON discloses its basic policies and activi-
ties for product security as the product security policy.

URL (Japanese): https://www.omron.com/jp/ja/inquiry/product_security/

URL (English): https://www.omron.com/global/en/inquiry/product_security/

S31I0SIAPY A1IN08S pue uonewlou| ANjIGeIaUINA JO UOISIAOIY |-G-|

1-5-3  Cooperation with Security Agencies (Coordination Organiza-
tions)

To ensure prompt information sharing and collaboration in vulnerability response when any vulnerabili-
ty is discovered in OMRON'’s products, OMRON collaborates with domestic and international coordi-
nation organizations, including the following.
« CISA(Cybersecurity and Infrastructure Security Agency)’

URL:https://www.cisa.gov/
*1. U.S. Cybersecurity and Infrastructure Security Agency. An administrative agency with functions such as pro-

motion of cybersecurity measures in relevant governmental organizations and critical infrastructure in the
United States and promotion of partnerships among industry, academia, and government.
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Necessity and Purpose of Securi-

ty Response
]

This section describes the necessity of security risk responses in FA systems and their

purposes.

2-1  Necessity of Security RESPONSE......ccceriiirinririininr s 2-2

2-2 Purposes of Security RESPONSE ........cccvveeeceererrsrsererrsssseeeerssssr e sessssneeseenans 2-3
2-2-1 Elements t0 Protect ... 2-3
2-2-2 Procedure of Risk ASSESSMENT ........cccciiiiiiiiiiiiiiiiii e 2-4

Security Guideline for Factory Automation System (P162) 2-1




2 Necessity and Purpose of Security Response

2-1 Necessity of Security Response

To ensure the security and safety of your FA system, in addition to the measures taken by OMRON for
its FA products, you should also take security measures according to your roles.

To this end, it is important for you to correctly understand and assess the security risks involved in op-
erations, services, and systems that you provide, and implement appropriate security measures
throughout the lifecycle of the FA system.
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2 Necessity and Purpose of Security Response

2-2 Purposes of Security Response

It is important to indicate the purpose of security measures, goals, and the necessity of business se-
curity measures with clear grounds, and to proceed with agreement with management. Without these
consensus, priority is given to other business requirements and it becomes difficult to get alignment
and cooperation across divisions. Possible security objectives include the following.

1. Continue business and production

asuodsay Ajunoag jo sasodind z-g

Keep the factory safe and ensure product quality

Ensure normal operation of FA systems

Ensure the security quality of products and fulfill responsibilities as a manufacturer

2
3
4. Protect information, know-how, and data related to products and production
5
6. Meet social demands from standards and external requirements

7

Maintain company’s brand image and prevent loss of customer trust

From these security objectives, identify threats that have a particularly high business impact, calculate
the cost of countermeasures, and reach agreement on your goals.

108]01d 0] sjusws|3 L-Z2-¢

2-2-1 Elements to Protect

It is easier to set goals if you clarify what will have a significant impact on your business in relation to
the purpose of your security response. The objective of security measures is to ensure the three ele-
ments of security, which are availability, integrity, and confidentiality of operations, services, and prod-
ucts that your company provides.

Ensuring Availability Ensuring Integrity Ensuring Confidentiality

Prevention of production
equipment operation stop

anoalqo

Prevention of production
equipment failure due to
unauthorized overwriting

of settings and d@%a @

- Im

Prevention of disclosure of
important information such
as production know-how
and control programs

* Business suspension
* Delivery delays
* Increased costs

ased uj jJoeduwy

o
o
(2]
o
3
=l
]
3
(2]
D

* Quality degradation

* Reduced safety

* Adverse impact on health

* Adverse impact on environment

* Damage to social trust
* Loss of business advantage
* Breach of laws and regulations

The severity of the impact given by availability, integrity, and confidentiality differs depending on the
industry, services and products that you provide, and the assets to protect. For example, the security
element that is important varies with the industry. In addition, even in the same industry, it varies de-
pending on the business role and the process. It is important to carefully consider which element your

company should focus on and promote security measures.
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2 Necessity and Purpose of Security Response

2-2-2

Industry Element to emphasize and reason
. Emphasis on ||« Even short suspension of operation has significant impact on business

Automotive | o\ ailability || and society.

Infrastructure Emghaq§on °Evenshoﬂ;uspenaonofopaaﬁonhass@nﬁcaMimpactonsodew
availability and the environment.

Food and Emphasis on | 1,00 rect production has significant impact on users’ health and safety.

medical integrity
Emp_)has_i_s on ||« Even short suspension of operation has significant impact on society
availability and the environment.

Equipment

vendor (impact | | Emphasis on

given differs intepgrit; * Incorrect production has significant impact on users’ health and safety.

dependingon ||——%

the equipment)
Emphasis on ) o , .
confidentiality | * Leakage of equipment know-how has significant impact on business.

Procedure of Risk Assessment

In order to obtain consensus on security measures, it is important to conduct a risk assessment to
clarify security-related risks. In the risk assessment, it is necessary for the customer to consider meas-
ures based on the company's environment, laws and regulations to comply with, and the latest trends
in threats. By responding to threats preferentially from those with greater risks to your business, you
can maximize the cost-effectiveness of your security measures.

Risk assessment is the first step that you should take for a proper security response. It is an activity to
identify threats to the system to protect, or the business (including operations and services) in which
the system is being used or operated, and assess the risks based on the magnitude of impact and
likelihood of occurrence of damage caused by the threats.

The implementation of such risk assessment is required, for both factory owners and equipment ven-
dors, in many security regulations and international standards, such as IEC 62443. On the other hand,
since the methods of risk assessment vary widely, it is necessary to select or combine appropriate
methods according to the actual circumstances of the organization (e.g., systems to handle, products,
and organizational capabilities).

Conduct risk assessments in FA system according to the following procedure.

Concept or Risk
Clarification of Risk Targets (3-1) Risk Assessment (3-2) Countermeasurese (3-3)
Determining Identifying Use Determining the Identifying Identifying Assessing Determining Risk
Analysis Cases (3-1-2) Importance Level of a Assets Threats Risks Countermeasures
- - e - - -
Targets Security (3-1-3) (3-2-1) (3-2-2) (3-2-3) (3-3-1)
(3-1-1)

The specific implementation of each procedure is explained in the next section.
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Implementation of Risk Assess-
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This section explains in detail the implementation of risk assessment in an FA system.

3-1

3-3

Clarification of Risk Targets..........ccccevrrmmrimiiiiniis s ccssereee e smnneeeees 3-2
3-1-1 Determining Analysis Targets.........cceiiiiiieiiiieiiee e 3-2
3-1-2 1dentifying USE CaSES .....coueiiiiiiiiiiie et 3-3
3-1-3 Determining the Importance Level of a Security Zone ...........ccccocviviieeennen. 3-3

RiSK ASSESSMENL .....oiiiiiieireiiinr s 3-5
3-2-1 1ENtifYiNG ASSEES ....eiiiiieeie e e 3-5
3-2-2 Identifying TArEatS ........ccicieiiie e 3-6
3-2-3 ASSESSING RISKS ....ceiiiiieiiei e 3-7

Concept of Risk Countermeasures .........cccccvererinrrennsre e 3-9
3-3-1 Determining Risk CouNtermMeasures ...........ccceoiieeiiiiieiieic e 3-9
3-3-2 Measures to Be Taken throughout the Lifecycle ...........cccoooiiiiiiiiiiiien. 3-9
3-3-3 SECUrE DY DESIGN ..ttt e 3-10
3-3-4 Defense iN DEePth.........oiiiiiiiii e 3-10
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3-1

Clarification of Risk Targets

3-1-1

Clarify risk targets in order to conduct a risk assessment.

Determining Analysis Targets

The first step that you should do in risk assessment process is to determine the target systems to as-
sess. Basically, the scope should be all systems related to the business and services of the organiza-
tion and the business sites in which the organization operates.

Perspectives that you should consider when defining analysis targets are as follows.

» Scope of organization and business site (e.g., factories)

» Scope of the systems (e.g., IT systems and production management systems)

Nest, clarify the configuration of the analysis target systems determined. Make a list of networks,
equipment, and roles that make up the system. By learning the system configuration, it is possible to
derive the conditions (attack methods, paths, etc.) under which threats become apparent and compre-
hensive countermeasures for them. To clarify the system configuration, the following elements should
be considered.

* FA system, placement of devices on the network, and roles of devices

* Network configuration

* Physical area zoning for each system

» Cyber security measures already in place
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3-1-2  Identifying Use Cases

To grasp the security risks involved in an FA system and assess their severity level, it is necessary to
identify the use cases of the FA system (i.e., activities performed by operating the FA system).

By properly deriving use cases, it is possible to clarify operations and services of high importance to
your company that are achieved by the FA system, and properly assess the risks in case they are

compromised.

In deriving use cases, consider the following aspects.

Perspectives for derivation

Key points of derivation

Contents of operations and services .

Objectives achieved by business and services (status and output)
Specific work content

Persons performing operations and * The person in the organization/subcontractor who performs the work
services * Role of the above person

Systems and data related to opera- * Devices and systems utilized to execute the operations

tions and services * Data handled by the above devices and systems

3-1-3  Determining the Importance Level of a Security Zone

Classify areas in the FA system into groups of those requiring an equivalent level of security measures
based on the contents and importance level of operations. This is called the definition of security

Security Guideline for Factory Automation System (P162)
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3 Implementation of Risk Assessment

zones. By defining security zones, it is possible to identify the areas where security measures should
be preferentially implemented, which allows for efficient implementation of the security measures.

OA zone
OA OA system
terminal server

Cloud
system

0 CH

Remote maintenance
zone

Remote
maintenance
terminal

Production
management
zone

Production Remote
control zone maintenance
server
X Remote
Production connection
Zone PLC gateway
s =
‘ O,
_— —
Actuator Sensor Cutting Robot
machine arm

Determine the security level for each security zone. The “security level” refers to the target of security
measures required to protect the operations performed and assets handled in the defined security
zone. The security levels and assumed attacker profiles defined in IEC 62443 are shown in the table

below.
SeI:‘l:;:ty Profile of assumed attack- Definition
(SL) er

SLO None No specific requirements or security protection required

SL1 Employees Protection from unintentional or accidental breaches

SL2 Script kiddies Protection against intentional attacks by simple means, with low re-
(Attackers who use com- sources, generic skills, and low motivation
monly available attack tools)

SL3 Professional hackers Protection against intentional attacks by sophisticated means, with
Insiders and former employ- | moderate resources, skills specific to control systems, and moderate
ees motivation

SL4 State-sponsored cyber-terro- | Protection against intentional attacks by sophisticated means, with

rists

extended resources, skills specific to control systems, and high moti-
vation
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3-2 Risk Assessment

Identify threats to assets you want to protect and assess the risk of threats.

3-2-1 Identifying Assets

To properly select the security risks to consider and the measures to implement in a risk assessment,
define the assets to protect for your company.

Assets to protect refers to devices and data of which a loss of the three elements of security (i.e.,
availability, integrity, and confidentiality) caused by cyberattacks could lead to damage to the business
of your company or your customers. Therefore, you should determine yourself what are valuable as-

JUBWISSISSY YSIY Z-€

sets.

I Listing Assets

Identify the physical assets, information assets, and functional assets that exist in the defined system
configuration and list them as assets held by the system. When deriving assets, you can analyze them
from several perspectives (asset classification). In addition, to streamline the analysis, you can use
this classification to reduce the number of assets to analyze by integrating assets with equal technical
characteristics and importance level, if necessary.

Examples of asset types are as follows.

» Physical assets: Controllers, servers, PCs, etc.

 Information assets: User programs, recipe data, log information, etc.

» Functional assets: Control functions, safety functions, etc.

sjessy Buifynuep| L-z-¢

I Assessing the Importance Level of Assets

Assess the importance level of asset on the economy from several perspectives, such as economic
loss, impact on safety, and suspension of system operation. For example, if an attack causes only a
small amount of monetary damages, it can be assessed as small impact, whereas if the attack causes
a long-term suspension of factory operations, it can be assessed as large impact.

For the assessment criteria, it is important to take into account several perspectives, for example, im-
pact on the continuation of production activities, economic losses, and impact on the Health, Safety,
and Environment of the factory. You should decide which perspective to adopt based on your compa-
ny’s situation.

The table below shows an example of assessing the importance level from several security perspec-

tives.
Assess-
ment Assessment criteria
value
3 * If the asset is attacked, there is a risk of system shutdown for one week or more.
* If information is leaked from the asset, there is a risk of loss of 500 million yen or more.
* If the asset is attacked, there is a risk of death of employees.
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Assess-
ment
value

Assessment criteria

2 * If the asset is attacked, there is a risk of system shutdown for 24 hours or more but less than one

week.
* If information is leaked from the asset, there is a risk of loss of 5 million yen or more but less than
500 million yen.
* If the asset is attacked, there is a risk of serious injury to employees.

1 * Even if an asset is attacked, there is no risk of system shutdown for 24 hours or more.

* If information is leaked from the asset, there is no risk of loss of 5 million yen or more.
* |f the asset is attacked, there is no risk of serious injury to employees.

3-2-2  Identifying Threats

It is necessary to identify threat that may compromise the asset and threat combined with the cyberat-
tack methods that can realize it. Identify the threats comprehensively, because it is an important activi-

ty to appropriately set security countermeasure targets.

| Listing Threats

Identify threats to the assets to be protected, and the impact on production and business when those

threats occur. Examples are shown in the table below.

Asset

Threat

Impact on production and business

Controller

Theft of the Controller

Product delivery delays due to production stoppag-
es
Damage caused by equipment destruction

User program

Tampering with user programs by
connecting a computer brought in
from the outside

Poor quality and resulting brand damage
Personal injury due to equipment malfunction

Production rec-
ipe data

Leakage of production recipe data

Decrease in competitiveness

User settings

Tampering with access control set-
tings

Leakage of know-how due to illegal access

Control function

Control function stopped due to oper-
ation error

Product delivery delays due to production stoppag-
es

Various methods for analyzing threats and attack methods are defined by industries, standards, etc.,
and their characteristics are diverse. To ensure the quality of analysis, properly utilize recognized anal-
ysis methods and frameworks and understand the industry standard related to your organization and
the scope of analysis.
Examples of analysis methods are shown in the table below.

3-6
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Analysis method Overview

STRIDE A method of deriving threats from the following six guide words based on the attacker’s pur-
pose
* Spoofing
* Tampering

* Repudiation

* Information Disclosure

* Denial of Service

* Elevation of Privilege

Attack Tree Anal- | A method of decomposing and clarifying the configuration element of an attack method in a
ysis tree diagram

JUBWISSISSY YSIY Z-€

I Assessing the Likelihood of Threat Occurrence

The likelihood of occurrence of a threat can be assessed based on indicators such as the difficulty in
obtaining the knowledge and technology to achieve the attack, the time at which the attack can be car-

w
ried out, and the time required to complete the attack. For example, if attack methods against vulnera- o
bilities possessed by devices are widely known and attacks can be executed at any time, attacks are §
easy and there is a high possibility that a threat will occur. %
The following are examples of threat likelihood metrics. (;80
2
&
Likelihood
Knowledge and technology (tools, etc.) required . . .
of occur- Required time and opportunity for attack
for attack
rence
3 * No expertise is required. * Required time is short.
* Required technology is easy to obtain. * Attacks can be carried out at any time.
2 * Some level of expertise is required. * Required time is of medium length.
* Required technology is difficult to obtain to some | ¢ Opportunities to attack are limited.
extent.
1 * Expertise is required. * Required time is long.
* Required technology is difficult to obtain. * There are few opportunities to attack.

I Assessing Magnitude of Threat

Assess the extent to which your system is affected if security (availability, integrity, and confidentiality)
is compromised. An example of threat impact criteria is shown below.

Magnitude of threat Assessment criteria

3 The threat impact affects the entire system.
2 The threat impact is limited in the system.

1 There is no impact from the threat.

3-2-3  Assessing Risks

Assess security risks to determine whether or not to implement security measures against the identi-
fied threat and their priority in response. Security risks can be assessed by multiplying the importance
level of asset, likelihood of occurrence of a threat, and magnitude of threat when it occurs.
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3-8

Importance Likelihood of

level of asset occurrence

Magnitude of [r—
threat —

Calculate the comprehensive security risk assessment value with three elements, i.e., the importance
level of asset, likelihood of threat occurrence, and magnitude of the threat. For example, if a vulnera-
bility that could lead to a production suspension remains in a control device (PLC) (i.e., the threat is
large) and the attack method for the vulnerability is widely known (i.e., likelihood of occurrence is

high), the security risk can be assessed as high.

The table below shows the examples of evaluation criteria for determining risk assessment values.

Importance Likelihood of | Magnitude of | Risk assess- o
Judgment conditions
level of asset occurrence threat ment value
3 3 3 A Importance level of asset: 3
3 2 3 Threat x Likelihood of occurrence: 6 to 9
3 3 2
3 2 2 B Importance level of asset: 3
3 1 3 Threat x Likelihood of occurrence: 3 to 5
3 3 1
2 3 3 Importance level of asset: 2
2 2 3 Threat x Likelihood of occurrence: 6 to 9
2 3 2
3 1 2 C Importance level of asset: 3
3 2 1 Threat x Likelihood of occurrence: 1 to 2
3 1 1
2 2 2 Importance level of asset: 2
2 1 3 Threat x Likelihood of occurrence: 3 to 5
2 3 1
1 3 3 Importance level of asset: 1
Threat xLikelihood of occurrence: 7 to 9
2 1 2 D Importance level of asset: 2
2 2 1 Threat x Likelihood of occurrence: 1 to 2
2 1 1
1 2 3 Importance level of asset: 1
1 3 2 Threat x Likelihood of occurrence: 4 to 6
1 2 2
1 1 3 E Importance level of asset: 1
1 3 1 Threat x Likelihood of occurrence: 1 to 3
1 1 2
1 2 1
1 1 1
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3-3 Concept of Risk Countermeasures

Consider specific security measures against threats. Note also that optimizing security measures on
an individual basis could make them insufficient. Therefore, it is important to consider comprehensive
measures, taking into account the four perspectives introduced in this sections: risk countermeasures,
measures to be taken throughout the lifecycle, secure by design, and defense in depth.

3-3-1 Determining Risk Countermeasures

Determine if countermeasures against risks are needed.

Depending on the security level of the security zone, different measures are required. Zones with high
security levels require countermeasures against threats with low risk assessment values. On the other
hand, it can be determined that countermeasures should be taken only for those with high risk assess-
ment values in zones with low security levels.

The table below provides an example of defining the security level and the scope of measures.

saINseawIajuNo? Ysiy Jo 3desuon ¢-¢
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- o
Security level Scope of measures %
(SL) 5 el

>

SLO Take countermeasures against risks of A. 2
SL1 Take countermeasures against risks A and B. §
23

SL2 Take countermeasures against risks A, B, and C. %
SL3 Take countermeasures against risks A, B, C, and D. %.
SL4 Take countermeasures against risks A, B, C, D, and E. %
g

Divide the countermeasures against security risks into the following categories.

» Avoid: Measure to eliminate the root cause of a threat, such as the removal of a function that has a
risk

» Mitigate: Measure to reduce the likelihood and impact of a risk, such as adding a security function

» Transfer: Measure to transfer the risk to another organization, such as outsourcing system opera-
tions

» Accept: Measure to accept the risk without taking specific measures

3-3-2 Measures to Be Taken throughout the Lifecycle

To strengthen the security of FA systems, it is necessary to address security throughout the lifecycle of
the FA systems. The table below provides an overview of the lifecycle of an FA system and security
measures that should be implemented in each phase.

Lifecycle of Main activities and role assignment
FA system
Designand |+ Factory owner: Develop risk countermeasures on production lines and security rules
startup * System integrator and equipment vendor: Implement risk countermeasures (security functions)
in equipment, and provide a guide for using the equipment securely
Operation * Factory owner: Monitor the status of the production line and compliance with security rules es-
tablished in the design process
e System integrator: Monitor vulnerability information of equipment and adopt security rules
* Equipment vendor: Disclose vulnerability information of equipment
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3-3-3

3-3-4

3-10

Lifecycle of Main activities and role assignment
FA system
Mainte- * Factory owner: Verify the account information, check audit logs, and update equipment
nance » System integrator: Update equipment
* Equipment vendor: Provide account management recommendations and software (security
patch) update procedure
Disposal * Factory owner and system integrator: Erase confidential information from equipment
* Equipment vendor: Provide instructions for safe disposal of equipment

Secure by Design

Secure by Design refers to the concept of achieving reduced delays due to rework during develop-
ment, reduced introduction and operation costs of security measures, and improved maintainability of
security systems by taking a security-conscious approach from an earlier stage of the FA system life-
cycle.

To realize the concept of Secure by Design, define security requirements based on the results of risk
assessment and construct an FA system by using established secure design principles.

Principle

Description

Secure by Default
(Ensuring security by de-
fault settings)

Make an FA system or devices composing an FA system available for safe use
with the default settings.

Security Based on System
Characteristics

Implement security measures without excess or deficiency based on the system
characteristics, importance level, etc., instead of implementing uniform security
measures for all systems.

Balance between Security
and Convenience

Simultaneously achieve both convenience and enhanced security with a system
toward the goal of “positive sum” that benefits both sides.

Open Design
(Avoiding security through
obscurity)

If security measures are affected by the concealed design and implementation in-
formation, there may be no effective defense method in the event of information
leakage. Therefore, use known and proven safe technologies and methods to
strengthen security measures.

Fail-safe

Design a system so as to ensure security even if a specific device that contributes
to security fails or stops working.

Functional Separation and
Minimum Functionality

Keep the functions of FA systems to a minimum requirement from the perspective
of security risk, with each function separated from each other (with limited de-
pendencies).

Separation of Privilege and
Least Privilege

Grant privileges in the FA system in minimum units, with each privilege granted to
a minimum number of users.

End-to-End Security

Ensure security by verifying the integrity of data to protect through the communi-
cations paths.

Defense in Depth

When considering security measures, it is important to combine several different security measures in
a hierarchical manner, from establishing organization policies and rules to implementing entry and exit
control against physical penetration into the factory and measures taken to protect devices that make
up the factory network and systems, in order to achieve robust security.

As shown in the figure below, there is a wide range of attack methods even for a single threat (e.g.,
unusual operation or accident of production devices caused by malware infection of a production con-
trol device) . Therefore, to ensure security, you need to take not only technical measures for the
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systems, but also measures against risks to people using the systems and the risk of attackers
physically penetrating into zones where the devices are located.

Threat: Unusual operation of production equipment and accidents due to
malware infection of production control devices

Attacker

&

Attacker

&

Equipment vendor

Maintenance
rminal
PY te a

OA OA system
terminal server

e

Attacker penetrates from external network.
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Attacker sends targeted
attack e-mails to technicians,

causing malware infection of
maintenance terminals.

Introduction of malware via network 3
Malware infection via
MES SCADA Maintenance maintenance terminal o
i w
@g terminal ¢
= 2
HMI EWS : Aok 2
R acker o
i ltlﬁ Attacker physically é
penetrates into 3
@PL c factory. 5

Introduction of malware
by directly connecting
unauthorized device

£ [—=
o) * I= ! Unusual operation or
Actuator Sensor Cutting Robot ;a)?g:iduecr;}o%cg:[zsiporsent.
machine arm

Based on this concept, combining several measures to achieve robust security is called Defense in
Depth. In this guide, the multi-layered security measures are defined as follows.

» Security measures for organizations and people (measures in the human and process layer)

» Security measures against physical penetration and contact (measures in the physical layer)

» Security measures for networks and devices (measures in the technical layer)

Human and
process layer

Physical
layer

Technical
layer

Layer to apply security measures to
processes and users

Layer to apply security measures to
physical access paths to product

Layer to apply technical security
measures to the network and devices

The table below shows the classification of security measures against the above-mentioned example
of threats and attacks from three perspectives, i.e., people, physical, and technical.

Security Guideline for Factory Automation System (P162)

3-11



3 Implementation of Risk Assessment

3-12

Attack method and damage | Human-related measures Physical measures

o Attacker exploits Implementation of
faulty FW setup to security training
penetrate from an (FW configuration
external network. and operation)

Introducing firewalls
interfaces with exter-
nal networks

9 Implementation of
Attacker sends targeted attack security training

FUETERCRC L IVELEWETINGLR| (targeted attack e-mails,
maintenance terminals to be maintenance work)
infected with malware.

Control of carried-in devices
and security inspection

Implementation of
security training
(entry and exit control)

Entry and exit control for
factory and zones where
the devices are installed

Permitting connections
only to legitimate devices
(device verification)

Attacker physically
penetrates into factory.

Production equipment is
infected with malware.

Verifying input
data to devices

Introducing anti-malware

software
BUnusual operation or D . .
> etecting device errors
accident occurs on - -
production equipment. (temperature, etc.)

The security measures are described in the next section.
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This section describes the security measures in FA systems.

4-1 Threats to FA SyStems ... s 4-2
4-2 Security Measures in FA Systems........cccccocmrrmriimiiinncccccssseseree e ss s ssssssnnns 4-3
4-2-1 Security Measures for the Human and Process Layer.........c.ccccovviviiiieecnneen. 4-4
4-2-2 Security Measures for the Physical Layer...........cccccoviiiiiiiiiicccccc e 4-6
4-2-3 Security Measures for the Technical Layer ...........cccccooiiiiiiiiiiieee, 4-6
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4-1 Threats to FA Systems

FA systems are subject to threats as listed in the table below. To protect your assets and production
activities, understand the characteristics of these threats and take appropriate measures.

Type of threat Description of threat

Spoofing Spoofing is an attack that attempts to illegally obtain access rights by pretending to be a
trustworthy user or system. For example, it may direct you to a fake website to steal your
login information or pretend to be a real person to obtain information.

Measures against this include setting strong passwords and introducing multi-factor authen-
tication.

Tampering Tampering is an attack that attempts to modify information in order to undermine the validity
of data. For example, it may rewrite the contents of websites or tamper with information in
databases. This could result in the spread of false information or system malfunctions.
Measures against this include introducing a mechanism to verify data integrity, tightening
access control, or recording a history of changes.

Repudiation Repudiation is the act of attackers who do not admit what they have done to avoid responsi-
bility. For example, attackers may claim after gaining unauthorized access that they did not
do so by deleting the logs.

Measures against this include properly recording an operation log, combining it with access
control to enable identification of the operator, and using digital signatures to ensure the au-
thenticity of data.

Information dis- | Information disclosure is an attack that illegally accesses and steals confidential information.
closure Disclosure of customer information, trade secrets, etc. can cause not only economic losses
but also damage to social credibility.

Measures against this include implementing thorough access control, encrypting data, and
installing security software.

Denial of serv- | Denial of service is an attack that puts an excessive load on a system to stop its services. It
ice causes the targeted system to be unable to provide services, resulting in disruption of oper-
ations.

Measures against this include using a firewall to block unauthorized access, implementing
load balancing to reduce the load on the system, and introducing an intrusion detection sys-
tem to detect attacks at an early stage.

Elevation of Elevation of privilege is an attack that illegally obtains system privileges and then performs
privilege operations with administrator privileges. This allows attackers to tamper with important data,
destroy systems, etc.

Measures against this include not granting unnecessary privileges, applying security up-
dates to resolve vulnerabilities, and introducing multi-factor authentication.
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4-2 Security Measures in FA Systems

This section introduces security measures.

The basic concept of the security measures is Defense in Depth. In the Defense in Depth concept,
security measures are implemented in each layer. In the factory layer, it is common to establish securi-
ty policies and protect assets through factory operations. In the system layer, build a system by defin-
ing a security level for each zone, and protect assets in the entire system while also covering the op-
erational aspects. Furthermore, take measures for the network, such as communications access con-
trol, filtering, and firewall installation. Up to this point, use your system and application to take these
measures. Equipment and devices effectively utilize their built-in security functions to protect the oper-
ation of the equipment or Controller and the assets contained in the equipment or devices.

IT Cloud Remote maintenance
terminal IT server system terminal

oo
o == & @

e operations by establishing
security policies

m i Bt ety r Protected by the system
SCADA ] by defining a security level

swaysAg v ul saansea|y A}undeg Z-p

Protected through factory

ME m for each zone
(- ] — U
@____ Remote
Mainly — maintenance

your system
application

|
|
|
protected by : HMI EWS server
|
|
|
|

)

Equipment Remote

‘ uipm connection

_ and devices | I gateway Protected through factory
Mainly 1 <t operations and security
protected by I? PLC, etc. o functions

OMRON o — H B — .

products .I||I < = Equipment and devices

are protected by utilizing
security functions.

¢ W dv| O«

Actuator Sensor Robot

Protected through
functional limitations and
physical measures

Protected by host devices to achieve both convenience and security

In addition, you should divide threats into two categories, i.e., threats from external sources and
threats from internal personnel.

For threats from external sources, take security measures for prevention, deterrence, detection, and
tracking in the process layer, physical layer, and technical layer.

The basic concept of the security measures consists of the following three points.

* Preventing intrusion (Entrance measures)
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* Preventing the spread of damage (Internal measures)
* Preventing disclosure (Exit measures)

Combine the measures described in this document to take multi-layered security measures properly.

e Proper setting and operation

Attacker of users and access rights
Attacker & Use of up-to-date OS
3 software
OA OA system Maintenance
terminal server Internet terminal

o [ 4 o Utilization of maintenance
D @E Q a m software’s security functions

Attacker sends targeted
Attacker penetrates from external network. e-mails to technicians.

e Control and restrictions on entry
and exit of visitors and equipment

brought into the factory

SCADA  Maintenance e Use of secure
[l terminal communications

e Firewall installation — [ ]
e Traffic monitoring

Attacker ~Attacker physically

i penetrates into factory.

e Utilization of PLC’s built-in
security functions

o Protection of field networks
by PLC

|
I‘ ﬁ t‘ e Examples of measures provided

by the user

|5

Actuator Sensor CUttif‘g Robot e Examples of measures that can
machine arm be achieved by OMRON products

4-2-1  Security Measures for the Human and Process Layer

For internal personnel, it is considered effective to raise awareness through education, enhance detec-
tion and tracking functionality through system checks, mutual checks by more than one person, etc.,
and increase the check-and-balance effect through inspections and audits.

This section provides examples of security measures for processes and users handled.

Measures Description
Properly setting FA systems contain a large amount of information that should be protected as assets, such
access rights as production know-how, production data, product information, etc. In an environment that

allows a large number of unspecified people to access information assets, there is a high
risk of information disclosure due to human error or malicious tampering of information.

It is important to protect “confidentiality” by determining the methods of managing access
rights and storing confidential information, as well as creating management rules, to prevent
information from being accessed by anyone other than specific people.

Data and files stored in portable devices, such as PCs or external media, are particularly at
higher risk of disclosure. It is critical to take preventive measures, such as encrypting impor-
tant assets, to limit the extent of damage in the event of disclosure.
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Measures

Description

Preventing the
sharing of IDs
and passwords

In an FA system involving more than one person, sharing a single ID and password among
several persons makes it impossible to track and identify the attacker even if there is a mali-
cious operation or access.

Set an ID and password for each user to ensure that only the correct user can operate the
system.

Preventing the
use of the same
IDs and pass-
words

Using the same user IDs and passwords in subsystems of an FA system or in systems oth-
er than the FA system allows attackers to access all tools and devices using user IDs and
passwords that they have illegally obtained by some means.

By setting a different password for each tool or device, you can stop the spread of damage
in the event of password disclosure. Since this makes the management of user IDs and
passwords complicated, a realistic solution is to create a list of user IDs and passwords, en-
crypt or password-protect it, and store it in a location with restricted access.

Using hard-to-
guess passwords
and periodically
changing them

Passwords that are very similar to user IDs, passwords that are easy to guess such as birth
dates or English words found in general dictionaries, or passwords that are short in length
and contain a few character types are more likely to be broken by dictionary attacks or brute
force attacks.

Set hard-to-guess passwords that are at least eight characters long and contain multiple
character types and change them periodically. We recommend using a password manager
or similar tool that generates complex passwords.

Monitoring the
access log

An access log is a record of access to servers, network devices, etc. It contains detailed
information about who accessed which resource, when, and how.

Monitoring the access log is an important measure that helps you detect unauthorized ac-
cess, find and track signs of malware infection, determine the extent of infection, etc. By
grasping the usage of the system, you can identify unusual accesses from suspicious IP ad-
dresses and requests that deviate from normal patterns.

Keeping devices
and software up-
to-date

Keeping devices and software in control systems and equipment up-to-date helps to en-
hance security. Vulnerabilities in devices and software may be exploited for attacks.

Update your devices and software to fix known vulnerabilities and improve security and per-
formance.

Performing a vi-
rus scan before
connecting a de-
vice to equipment

Prevent malware infection when you use external media such as USB memory sticks with
control systems and equipment.

Clarifying respon-
sibilities and pen-
alties

Clearly stating in employment regulations that employees are responsible for executing op-
erations in accordance with security policies and that penalties will be applied in the event
of violations has a check-and-balance effect on internal personnel.

Mutual checks of operations by more than one person also have a check-and-balance ef-
fect.

Implementing se-
curity education

Implementing education on the necessity of security, nature of threats, devices used, and
their management mechanism helps to prevent incorrect usage and omission to implement
security measures, reduce fraud, etc., which leads to higher security strength of control sys-
tems and equipment.

It is important to prepare education curricula according to the duties and roles of employees
and provide education on a periodic and continuous basis according to the plan.

Making efforts to
maintain the work
environment to
keep employees
healthy and care
for their mental
health

Maintaining the work environment to prevent health problems due to poor working condi-
tions or overwork helps to prevent work mistakes.

In addition, developing a system or mechanism to care for workers’ stress and dissatisfac-
tion helps to prevent attacks by internal personnel.
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4-2-2  Security Measures for the Physical Layer

Take security measures for physical access paths to products. The main measures taken for the physi-

cal layer are prevention and protection.
Examples of the measures are shown below.

Measures

Description

Preventing attack-
ers from illegally
intruding into the
factory and equip-
ment installation
zones

Prevent attackers from intruding into the factory and equipment installation zones and
then directly connecting a USB memory stick, etc., to devices.

First, divide the physical zones according to the security level and clearly define the ad-
ministrator and entrants to each zone. Typically, the physical zones are divided into three
zones, i.e., general zone where visitors are allowed to enter and exit in addition to internal
personnel, business zone where internal personnel work full-time, and security zone
where high-level information assets are stored.

Next, determine the entry and exit control method for each zone, as well as the locking
and authentication methods. For the entry and exit control method, visual check, control
by security guards, etc. are also available, in addition to card reader, fingerprint recogni-
tion, facial recognition, and similar systems.

Select the most suitable method or a combination of these methods, considering the se-
curity level required for the area and the operations and management costs.

Preventing devices
from being touched

Prevent devices from being physically operated by locking operation panels, covering
communications ports, etc. This prevents unauthorized operations in the factory and de-
vice installation zones.

Also, control and restrict maintenance terminal PCs and brought-in devices to prevent
them from being operated.

Constantly moni-
toring the situation
using surveillance
cameras

Taking only illegal intrusion prevention measures is not enough to prevent all types of
fraud, such as illegal acts by people with proper privileges, spoofing of people with proper
privileges by people who have illegally obtained their IC cards, and co-entry of attackers
with authorized people. In addition, there may be constraints due to the problems of oper-
ations and management, costs, and installation space associated with the entry and exit
control system. In such cases, constantly monitoring the entry and exit situation as well as
work performance in each zone using surveillance cameras helps to curb illegal acts.

4-2-3  Security Measures for the Technical Layer

Take technical security measures for networks and devices. Examples of the measures are shown be-

low.

Measures

Description

Implementing Confirm the validity of operators, connected devices, and data handled in order to prevent
authentication unauthorized access and operations. There are three authentication methods: authentication

by biometrics (what you are); authentication by smart phone, IC card, or security token (what
you have); and authentication by PIN code, answer to a secret question, or other information
that only the user knows (what you know). Authentication by combining two or more of these
methods is called multi-factor authentication, which provides a higher security level. To in-
crease the strength of authentication, two-step authentication is also widely used.
Furthermore, combining these authentication methods with operation lockout functionality is
effective against brute-force attacks.

In recent years, wireless LAN bridge equipment and LAN switches that support EAP, which is
a user authentication protocol, have been widely used. When a client PC, etc. that has
brought in from the outside attempts to connect to a LAN, the authentication equipment
checks its validity and security before allowing it to connect to the LAN.

4-6
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Measures

Description

Using secure
communica-
tions

It is pointed out that some communications protocols between the host PC and devices have
vulnerabilities, such as allowing communications data to flow in plain text, lacking a session
management mechanism, etc., and thus pose the risk of information disclosure and tamper-
ing.

To prevent this, use highly secure services with encryption capabilities, such as SSH (Secure
Shell), SFTP (SSH File Transfer Protocol), OPC UA, and HTTPS. VPNs perform encryption
and other processing using layered protocols, making the communications path itself secure
without relying on the application in the upper layer.

In addition, the Controller can perform operations from the outside via a file transfer protocol,
etc., since it can use external media. However, for files to be saved on external media, it is
necessary to consider setting passwords for the files themselves, authentication for file oper-
ations, etc. For example, protocols such as FTP are major communications protocols for op-
erating files on external media. Although FTP normally has the password setting disabled in
many cases, you can set a secure password and use it to prevent unauthorized operations
on the files. To prevent operations from outside, it is necessary to take measures such as dis-
abling the FTP function itself.

Introducing an
intrusion detec-
tion system
(IDS) or intru-
sion prevention
system (IPS)

Intrusion detection system (IDS) refers to a system that monitors events occurring on a net-
work or host in real time, detects intrusions and attacks, and notifies the administrator. The
IDS has a database of attack patterns (signatures) and matches them with actual events to
detect, record, and warn the user of attacks that exploit vulnerabilities in the OS, tampering
with files, etc.

There are two types of intrusion detection systems: network intrusion detection system
(NIDS) that connects a monitoring device to the network segment to be monitored and host
intrusion detection system (HIDS) that is installed and used on the host to be monitored (web
server, DB server, mail server, etc.).

The intrusion prevention system (IPS) inherits and enhances the attack blocking function of
the NIDS. It allows inline connections that completely block unauthorized packets.

Isolating net-
works of control
systems and
equipment from
IT networks

For networks of control systems and equipment, install a firewall (to block unused communi-
cations ports and restrict communications hosts). Make sure that the networks are isolated
from IT networks and that connections to the control systems are made inside the firewall.

Enabling the
security func-
tions of devices
in control sys-
tems and equip-
ment

Protect your important assets and production activities by properly using security functions
built into devices used in the system or equipment. OMRON FA products provide various se-
curity functions. Use these functions properly to protect your important assets and production
activities.

If using the security features is not possible for operational or other reasons, take other
measures.

Refer to the security guide and user’s manuals for each product for details on the security
functions of OMRON devices and software, and information on how to use and operate them
for security measures.

Installing secur-
ity software

Install and maintain the latest commercial-quality antivirus software on PCs connected to
control systems.
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Appendices

A-1 Related Materials

The table below provides an overview of related documents to this document.

Publisher

Document name, overview, and related sections of this document

IEC/ISA99

IEC 62443-1 General and common matters for all documents

Provides explanations of concepts, models, terms, etc. commonly referenced in the IEC 62443 ser-
ies, as well as seven foundational requirements (FRs) for FA systems.

IEC/ISA99

IEC 62443-2 Security operation policies and procedures for system development and operation or-
ganizations

Provides security requirements for policies and procedures for management and operation of or-
ganizations involved in FA systems.

IEC/ISA99

IEC 62443-3 Security requirements for systems

Provides security function requirements, security function design, and technology for FA systems.

IEC/ISA99

IEC 62443-4 Security requirements for components

Provides the security development process and security functional requirements for each compo-
nent that makes up an FA system.
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